Backups using Macrium Reflect

1. You may have seen the Pass IT On Tutorial 6g “Backups
and why you should — using Windows 10 and Google
Drive”. However there are other ways to

Free Editi
backup, one of which uses a free App, Freggiton
Macrium Reflect, which we will consider + e [
here.

2. This corresponds to the second sort of backup referred
to in 6g which is a copy saved on a separate medium e.g.
an External Hard Drive.

Differential backup images but to selectively

back up individual files and folders, and also for «
Incremental backups, you will need the

Premium version.

3. Macrium Reflect Free creates Full and l

4. Firstly connect a device to save the backups from your
computer. This can be a Hard Disk, a Solid State Drive
(SSD) or alternatively a Memory Stick. Make sure that this
has enough storage to cope with what you want to
backup.

PTO
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5. Type https://www.macrium.com/reflectfree into your
browser to download Macrium 2 Macriumsoftware
Reflect and then left-click on “"HOME
Use”. You are given the option of
entering your email address to
register but you can skip this by left-
clicking on “Continue”.

You can read more about how we protect your privacy here.

)

Opening ReflectDLHF.exe X

You can then save the file on your

[#] ReflectDLHF.exe
COI I I uter which is: Binary File (5.0 MB)
- from: https://updates.macrium.com

Would you like to save this file?

Enter Email Add Details Check Email

Please enter an email (optional) to register or download

We will not use this te communicate with you until you have indicated your

Find the file "ReflectDLHF.exe” in your ==

Downloads Folder and double-click on it. ..o

Macrium Reflect Download Agent

You will be presented with a CH i

@S Select Macrium Reflect software to download

window “Macrium Reflect = 5
Download Agent” where you left- ..o

The most appropriate install package will be downloaded for your computer. Click Options to
mponents for subsequent offline installs.

click on "Download” to get the o P

Save to folder | C:\Users\admin 3\Downloads ‘

A p p Run installer directly after downloading
[]

istration Information

You will then have to agree to the
App making changes.

@ Selected Download: Reflect Installer Only
N

Help Dowad Cl
Then follow the instructions on the i
screen to proceed to installation.
é MacriumReflect 7

Click ‘Next' to extract the setup files and begin installing Reflect.

Qe [ ] | e |

6h Backups using Macrium Reflect page 2 of 13

© Pass IT On  Scottish Charity Number: SC 033560  www.passitoncomputers.co.uk  info@passitoncomputers.co.uk

Charities and non-profit organisations may copy and distribute this tutorial freely but please acknowledge our copyright.
A wee donation would be very welcome from anyone richer! Version 01 — 11/10/19



Left-click on “"Next” on the Welcome
screen.

and then left-click on the button to
accept the licence conditions and
left-click on “Next".

6. You will then have to enter a
“License key” number, but if you
haven't registered the "“License key”
should be already entered and you
select the button "Home". Then left-
click on “"Next”.

7. However if you want to register,
left-click on “Register this
installation of Macrium Reflect ?”
and this number can be obtained
from the next screen by filling in
your email address and then left-
click on “"Get My Code”.

5 Macrium Reflect Free Edition v7.2.4473 64 bit Setup x

MacriumReflect 7

—
—
—

Welcome to the Macrium Reflect Free
Edition Setup Wizard

The Setup Wizard wil in taIIRﬂ tF Edh v7.2.4473 54 bit on you
computer. Click Mext to ¢ el to exit the Setup Wizard.

k Cancel

3 Macrium Reflect Free Edition v7.2.4473 64 bitLicense Agreement

End-User License Agreement
et o g e aearent ety Reﬂect7

PLEASE READ THIS LICENSE CAREFULLY. By clicking on the A
“Agree” button, you acknowledge and agree to be bound by its terms

and conditions in relation to your use of Macrium Reflect® and the
Documents. If you do not agree to its terms and conditions, or are

unsure about their effect, click on the “Cancel” button.

'YOUR ATTENTION IS DRAWN TO THE “LIABILITY" SECTION
BELOW. Macrium Reflect® is intended to be used to copy software and
data for lawful back-up purposes. You should ensure your third party
software licenses permit such copying. b

(®)1 accept the terms in the License Agreement

(D1 do not accept the terms in the License Agreement

< Back Mext > Cancel

78 Macrium Reflect Free Edition 7.2.4473 64 bit Setup

x
License key
Please enter your license key Re f’eCt 7

Please enter your License key. Tt uses the form
X‘i-XX‘:X-‘i‘iX‘i-\X‘i‘i-‘i‘iXX-‘iX‘i‘i-X‘i‘iX‘i‘iX d h uld have
beel wed by email shortly after purchas:

T [55-QVE-IMF L-WH ID-E3YE-ZY AB-VWHWMFH
Your Macrium Reflect License key

What Free edition licence do you require?
(® Home
() Commerdial

< Back Cancel

5 Macrium Reflect Free Edition v7.2.4473 64 bit Setup

x
Registration
Register your free capy of Macrium Reflect Re f’ect 7

‘o Register this installation of Macrium Reflect ?

Email address M

Registration Code y— GSMV Code

If you do not have a REglstranun code, dn:k ‘Get My Code’
and an email will be sent with instruction:

r ard to Max i oducts.
You car = yhmaF r details v
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A message saying that an email has
been sent with instructions appears.

Left-click on “"OK". You will either get a

5 Macrium Reflect Free Edition v7.2.4473 64 bitSetup X

An email has been sent to
admin@passitoncomputers. co.uk with further
instructions

link or an email with the code. Enter this with your email

address and then left-click on “"Next”

“Home".
Then left-click on “"Next” on the
Custom Setup screen.

8. Then left-click on “Install”.

During installation you will get a
screen showing progress

then once it has finished installing
left-click on “Finish”.

and select the button

45 Macrium Reflect Free Edition v7.2.4473 64 bit Setup

X
Custom Setup
Reflect 7

Use the following options to customise the Reflect install

Install CBT (Mot available in this edition)
Char

[ install ViBoot {Requires HyperV Role Feature)
Instant VM boating of Macrium backups

Install Desktop Shortcut

Install location: [c:\Program Files\Vacrium \Refiect Browse...

< Back Next > Cancel

#8 Macrium Reflect Free Edition v7.2.4473 64 bit Setup

>
Ready to Install
The Setup Wizard is ready to begin the installation Re f’ect 7

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back Cancel

ol

Installation of Macrium Reflect Free Edition Re f’eCt 7

Please wait while the Setup Wizard installs Macrium Refiect Free Edition. This may
take several minutes.

Status:  Starting services
.

ﬂ Macrium Reflect Free Edition v7.2.4473 64 bit Setup x
MacriumReflect 7

—
-]
—=

Completing the Macrium Reflect Free
Edition Setup Wizard

Click the Finish button to exit the Setup Wizard.

Launch now
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9. If you leave the “Launch now"” box ticked, after seeing an
analysing screen, you will get the operational screen with
“Backup” and “Create a backup” menus selected, showing
the volumes (i.e. drives) and files on the system disk.

Your disk, where you want your backups to occur, will
show as well.

# Macrium Reflect - Free Edition for both home and commercial use - v7.2.4473 - Pt
File View Backup Restore OtherTasks Help
93 #ﬁ 9 @ 9
Backup Restore Log
4 Backup Tasks Create a backup  Backup Definition Files  VBScript Files PowerShell Files  MS-DOS Batch Files  Scheduled Backups
I:I Image selected disks on this computer O Refresh
=0
Creat f th rtiti d b
== h:i:;:ﬂ';"raitenoreWIEHTWLS‘M(S] B MER Disk 1 [BEDSEEF0] - WDC WDSD00AAKCOBANY AD 20.01H20 =465.76 GBx
N
-:‘j Create a File and Folder backup 28 1 - System Reserved (None) =2 3- (None)
2 NTFS Aciive NTFS Brimary NTFS Primany
b Other Tosks | | I
£ 6202 437.0 MB
A Details 500, 464,76 512.0 MB
N Actions... ¥
System Reserved
File System: NTFS
e system E ¥ Clone this disk... E Image this disk...
Free Space: 463.5 MB =
otalSEEgI0IME e MER Disk 2 [32473812] - IMiron Tech
Start Sector: 2,048 |5
End Sector: 1,026,047 1 - Backup had (D)
NTFS Primary
7249 GB
% 93151 GB

10. If you ever get stuck then select Help from the o'«

otes

Menu and then the appropriate paragraph such . oz

@ BuyNow..

as Introduction to Macrium Reflect.

11. Left-click on “Image this disk...” which is accessing the
D|Sk 1, Shown at Create s backup Backup Definition Files VBScript Files PowerShellFiles MS-DOS Batch Files Scheduled Backups

(5 Refresh
tI I ( to p - MER Digk 1 [BSDSEEFD] - WDC WDSH0DAAKK-08ANV AD 20,01H20 <465.76 GB>

A
8 1 - System Reserved (None) =2 () 3- (None)

NTFS Active S Primary NTFS Primany
365 M V] 60.36GB 437.0 MB
500.0 464,76 G £18,0 MB

Actions... -

ne
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12. Then left-click >

on the Browse
button

- - - \
w Select Source Drive(s) and Image Destination

to choose the Destination folder on your

select

=
Source
MER Disk 1 [BEDSEEFD] - WDC WDS0D0AAKK-DEANY AD 20.01H20 <465.76 GB=
28 1 - System Reserved (None) IR 2-i© 3- {Nons)
NTFS Active NTFS Primary NTES Primary
38,5 MB ¥ EDIEGE v BT0ME ¥
500.0 ME 464.76 GB 518.0 MB
Total Selected: 60,82 GB
Destination
(®) Folder | v| .
Alternative locations %
CD/DVD Burner
Use the Image ID as the file name. (Recommended)
Backup filename: {IMAGEID}
{IMAGEID}-00-00.mrimg
%;* Advanced Options Help < Back Cancel Finish
Browse For Folder
Select location for image file
back - - “OK”
dACKUp disK an €n IeTt-CliICK on o
[ Desktop ~
|s| Documents
4 Downloads
B Music
&= Pictures
B videos
i Local Disk (C)
= Backup hdd (D)
LI . v
< >
To view subfolders, dick the symbal next to a folder.
Make New Folder Cancel

and then on “Next”".

13. You can then select a Template for your Backup Plan or

create your own.
Left-click on the
Down arrow to
see what's
available.

Disk Image

U I
| D@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

MNone

2. Add/Edit Schedules

Backup Type Schedule

Add Schedule E?} Edit Schedule

o 3. Define Retention Rules
Apply retention rules to matching backup setsin the target folder

Full Keep 12 % |Backups ~
Differential Keep 4 = Backups ~
[Jincremental 10 2| |Backups

[Irun the purge before backup.

[#]Purge the oldest backup set(s) ifless than | 5 2

L=
TL' Advanced Options Help

|§==; Delete Schedule

GE on the target volume {minimum 1GE)

< Back

Cancel Finish
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Choose e.g. “Differential S
Backup Set” by left-clicking = v
on it. I i
Note that “Grandfather,

Father, Son” is not available °
in the Free edition of Reflect.

randfather”) backups

Differential Backup Sct

[JRun the purge before backup.,

14. You then get the option
to change the schedule
shown if it's not suitable for

-
E'@ Edit the Plan for this Backup

1. Select a Template for your Backup Plan

your own schedules by selecting this option.

Daily Incremental ("Son"), weekly Differential ("Father"), and monthly
Full {"Gre s

A Full backup is created periodically followed by daily Differertial

NNNNN

Full
Differential

you. Left-click on “Edit the

st Mon of eve
jon, Tue, Wed, Thu, Fri

jery month, starting 15/11/2019
iof every week, starting 15/11/2019

3 add schedie ~

@  3.Define Retention Rules
Apply retention

Schedule”. Note that you

can't select or change the o . o CEE

Incremental Backup Set in
the Free edition, so let's
assume it can be removed

fun the purge before backup.

S eanlypeae

[Jincremental 7 % Badups

[ Delete scheduie

rules to matching backup sets in the target foider

Purge the oldest backup setfs) ifless than |5 2| G5 on the target volume (minimum 1E)

Help <Back

for our purposes by left-clicking on the Incremental button

to remove if it's already selected.

15. You will need to select what you wish to backup and
also when you want this to happen. You can select the

whole disk or individual folders and files.

Disk Image

It
E'@ Edit the Plan for this Backup
1. Select a Template for your Backup Plan
Differential Backup Set
2. Add/Edit Schedules

Then left-click on “"Next".

Backup Type Scheduie

Differential

Full At 09:00 on the first Mon of every month, starting 15/11/2019

(B addschedie ~

@  3.Define Retention Rules
Apply retention

Run the purge befare backup.

[S5 eatscnecie

[Arul Keep 26 = Weeks
Doiffeental  Keep [0 2] [Days
[Jincremental 7 % |Badups

[55) Delete screcle

rules to matching backup sets in the target folder

Purge the oldest backup setfs) ifless than |5 = | G on the target volume (minimum 1GE)

cccccc
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16. An Imaging Summary is
shown and if you are happy
then left-click on “Finish”.

61.21GB
15/11/2019 10:51:47

Rules will be applied to all matching backup sets in the destination folder

File: Name: D:\{IMAGEID}-00-00 mrimg

L Advanced Options Help < Back ext> | Cance | Finish

17. Now you are given Backup Save %
Options. Select what you wanttodoand
left-click on “"OK" to start the backup. e

You can run this backup at any time by double
dlicking the saved XML file.

Enter a name for this backup definition.

My Backup =

C:\Jsers\Admin 3\Documents'\RefiectiMy Badkup.xml

A series of screens shows — [oieemnansen

progress and “Time _E 5B
remaining” depending on the &% =
Transfer Rate. It goes _—
through various stages.

Starting Image - Friday. November 08. 2019 10:59:44
Inttizizng
Testing dis

There are buttons to select ==
Hide, Cancel or Pause.

If you Hide the Window you can retrieve it by right-clicking
on the Macrium Reflect Icon B, possibly in the “hidden
iconsn BN <hou hidden icons
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If this Icon is not present then it can be accessed by the
following process. Press the 'Hot Key' combination
Ctr+Alt+M and a slightly different Icon will appear in the
Task Bar B3, Left-click on the Icon to show the Imaging
Summary screen. If the smaller Icon appears at the bottom
right then right-click on it to Show or Hide the Status
Summary screen.

The Icon can be e

File

permanently ST —
configured by left- ~ =
clicking on “File” and then

00GB
Curent Time: 06/12/2019 09:36:32

A\ H n y
Configure Hotkey” and then == i

Full W
L Linke: nd dﬁere:t\al images wil also be deleted
\\ Backup Sets 1 set
Se eC n a e Configure Hotkey X Nothir
Differential l Retair ages for 4 Weeks
Linke: images will also be deleted
Differential Backups: 2 found
H Ot k e n %.m Hotkey Nothing to delete
y " vt s + B Destination:
Overall Progress: 78% Transfer Rate: 90.2 Mb/s
I EE— e |
Current Progress: 79% Time remaining: 15 Minutes
I -
hutdown | priey ity I Pr\c:\ty 2 Il G f) e
0 :
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Macrium Reflect

18. If the backup is successful you will get P ——
a message then left-click on “"OK”

A\Y n CAU: dmin 3\Doc t\My Backs I
a I l e I l O I l Ose Urating Voume Snapsho - Hezse W R
L] al on volume
me C
me
ing P
Re:
Sa
ing P >
Re:
Sa
ing P >
Re:
Sa
Saving
New Fie: 38 GB D78F3DEFICBI6B5C-00-00 mrimg
eeeeeeeeeee Read 615.2 Mb/s - Wiite 239.3 Mb/s
Image Completed Successfully in 00:27:23
v
Overall Progress: 100% Time remaining; 0 Seconds
Current Progress: 100% Time remaining: 0 Seconds
Low High .
rrrrrr ity I Prioity O ComPlet L3 Cge

Occasionally you may get an error message if the backup
can't be completed.

19. If you want to see what is stored then left-click ‘.o i
on “Log” 9% 0

Backup Restore ng

and you will see a list of Images with the

-3 image
Lo oemme

details of the Image ID in the screen to the  -°&,
right. The green tick indicates a successful
backup.

A red cross shows if you are unsuccessful, with a R ioer

Lo 12019

note of why. | L
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% Macrium Reflect - Free Edition for both home and comr

20. Now the whole purpose of making a e bt v b
backup is that, if you have problem e.g. 2% @ &1 O

Backup Restore Log

with your hard disk, then you will be able to ’__%

rowse for an image or backup file to restore

2

restore your files, maybe to a new hard QR e———
disk, e.g. if the old one has been damaged, &&=
from the backup.

Explorer
ID:  D78FODEFOCBIGBSC
Type: Full

To do this left-click on “Restore”

then on “Restore Image”. "t ... gt
You may have to “Browse

for an image file” first to find it on your backup disk.

You will then be given the
opportunity to select the
image.

You will want to restore the
image shown as the O e

e ce
=
2 1- Symem Ressrvad (Nare) @ - (None)
A\ Y/ TS Acive NS iy TP ey
ource’, I.e. the backu " - —
YL I s55m8 T 70m8
Saove @& R

to the “Destination” which is e p——
your computer disk. B [ o

To do this untick 1 and 3 2 oo o ot oy e
and leave 2 - (C:) ticked and = = sommmmciicn

E BEDSEBFD] - WDC WDS000AAKXOBANVAD 20.01H20 <465.76 GB>
= Al
= A\ Y 2 1- System Reserved (None) T ENG) 3 (hiong)
e n e - C I C O n O Pl wirsame NFsPmay  iFseams -y
| | I
21M8 sLasc8 a17mB
I t | t t o =R u | F5 u]
estination Localdisk & Undo Select a different target disk
l:l = BEDSEERT] - SO00AAKK-DBANV
= A
2 1- System Reserved (None) =2 (c) 3 (Mone)
w WiFspamary NIiFsprma ry
| | I
3. 075 arome
E 4476 518018
Verify image before restore [m}
Copy selected pa ck Next’
cccccc
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and then on “Next”".

Local disk. Select a different target disk
J ] reros
= A
- 3- (None)
NTFS NTFS Primary
| |
%8 70m
00 Sisome
Restored Partition Properties Verify O
Copy selected par
Next> | = Cancel
)
Y ill b ted with
BIEB5C-O
B5C
3

summary of what will be
restored. If this is OK left-
click on “Finish” and the
restore proceeds. When it
has finished you can check
that it was successful by

selecting “Log” as described " - R
above. Then check that your files have been restored that
you thought you'd lost!
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21. Each day when Macrium i e
Reflect is due to do a backup a ﬂ::;;;:m:*
window pops up saying that it's Postpone i backup ko
going to happen and giving you = T
the opportunity to postpone. If _ _
you want to postpone, e.g. to T’éa.,mmmm o]0 cmd
avoid slowing down what you are doing, left-click on the
down arrow and choose the extension you wish.

This dialog will close in 4 seconds

22.When the backup finally proceeds you can access a
window showing progress by
double-clicking on the Macrium
Reflect symbol at the bottom
right of the screen as described
above. This also appears during
an image restore as in the
picture here.

23. From time to time you may get a message either
through Windows 10 or when you open Macrium Reflect
(when it will show details) that Macrium Reflect needs
updating. If so, follow the instructions on the screen.

24.. __—1  Sowe've covered the basis of backups

| ~using Macrium Reflect. There are lots of

¢ options available but here we have

* described only the basics.

Let's hope that you never have to use the
restore facility but if you regularly backup you
will be prepared if you have to.
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